MAIN CHARACTERISTICS OF VIRTUAL ASSETS
AND NATIONAL EXPERIENCE OF THEIR REGULATION

Abstract

The article examines the economic and legal
nature of virtual assets in the context of the digital
economy. In recent years, the boundary between the
material and digital worlds has become increasingly
transparent. Virtual assets do not merely generate
individual interest but have transformed into full-
fledged objects of market relations that demand deep
scientific analysis. Based on this, the study investigates
the transition process from material ownership
to tokenized rights, the significance of blockchain
technology in ensuring transaction security, the
functions and specific characteristics of virtual assets,
as well as national experience in establishing the
necessary regulatory and legal framework capable of
adapting to the rapid pace of technological change for
the stable functioning of virtual assets. Consequently,
a systematic study of the legal and economic nature
of virtual assets will be of strategic importance for
strengthening the countrys competitiveness in the
digital space and shaping an innovative economy in
the future.
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The reforms carried out under the leadership
of the Honorable President and the achievements
attained demonstrate that our country is dynamically
developing and is based on high transformations.
Within the scope of the ongoing transformations,
particular importance is attached to the development
of the digital system to ensure the dynamic growth
of the national economy and its integration into the
global financial and economic system on favorable
terms.
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At present, the global economy is undergoing a
profound digital transformation. Digitalization implies
not merely the transition of information into electronic
format, but the shift of financial relations, property
rights, and economic security onto new technological
foundations. In this direction, blockchain technology
and its product - virtual assets — occupy a central place.
The rapid evolution of virtual assets presents new
challenges to traditional banking and financial systems.
The absence or low reliability of the legal framework
and regulatory mechanisms for these assets can lead
to economic risks, such as unprotected investments
and illicit turnover. Therefore, studying the economic
and legal nature of virtual assets, integrating them into
national legislation, and leveraging the advantages of
blockchain technology are among the most critical
tasks of modern times.

In the economic development strategy of
Turkmenistan, digitalization, the implementation of
innovative technologies, and increasing the efficiency
of public administration are designated as priority
areas. From this perspective, exploring the impact of
virtual assets on the financial system of Turkmenistan,
the legal regulation of their circulation, and their
evaluation through the prism of economic security
stand out as important scientific tasks.

The lack of appropriate regulatory mechanisms
for virtual assets can result in increased risks in
financial markets, weakened control over monetary
circulation, and negatively impact financial stability.
Of particular importance is the state regulation of
virtual asset circulation and the creation of legal
norms in accordance with international experience.
On the other hand, blockchain technology possesses
vast potential in public administration, the banking
system, financial control, and ensuring information
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security in Turkmenistan. This technology can
enhance the efficiency of public services by ensuring
data immutability, transparency, and reliability. Such
capabilities demonstrate the expediency of utilizing
blockchain technology not only for virtual assets
but within the broader economic and institutional
framework.

In the contemporary digital economy, the concept
of a virtual asset emerges not only as a technological
novelty but as a new type of financial instrument.
According to generally accepted international
definitions, virtual assets are explained as follows:

Virtual assets are digital assets possessing value
in digital form that can be digitally traded, used for
investment purposes, and enable the execution of
various financial operations. Pursuant to this definition,

a virtual asset represents a digital expression of value

that can be digitally transferred, stored, or exchanged,
and performs one of the following functions: a
medium of exchange; a store of economic value; a unit
of account; an object of investment.

As a rule, these assets are stored and transferred
electronically. Examples include cryptocurrencies
like Bitcoin and Ethereum, digital tokens, and other
blockchain-based assets [3]. Unlike
assets, virtual assets exist solely in digital form, and

traditional

their creation and management rely on advanced
technologies. Although the terms «virtual asset» and
«digital asset» are frequently used interchangeably,
«digital asset» is a broader concept. All virtual assets
are digital assets, but not all digital assets are virtual
assets. The main distinctions between virtual assets
and digital financial assets are presented below [3]:

Table 1.

Distinctions between virtual assets and digital financial assets

Criteria Virtual Assets Digital Financial Assets
Concent Property or appraisable assets created and put | Financial assets (securities, claims rights) issued
P into circulation in digital form. in digital form.
o Regulated within the framework of traditional
Frequently regulated by separate specific laws; | . . . . .
Legal Status . . TR financial legislation (securities market, banking
restricted in certain jurisdictions.
law).
. I . Digitalization of financial relations, capital
Primary Objective | Payment, exchange, investment. raiz(s;ing P

Issuance Method

Decentralized via blockchain (mining, staking
(generating income by holding a share), smart

Frequently by authorized financial organiza-
tions on digital platforms.

m.

contracts).
Governance Decentralized or partially centralized. Centralized or state-controlled.
Use as a Means of | Permitted in some countries, prohibited in Generally do not serve as a means of payment,
Payment others. but act as a financial instrument.
Risk Level High (price volatility, cyber threats). Lower (subject to state and financial control).
T High transparency achieved through blockcha- | Transparency ensured via legislation and finan-
ransparency .

cial institutions.

Connection with

Regulated by FATE, MiCA (Markets in Cryp-

Linked to IOSCO (International Organization

(Non-Fungible Token).

International to-Assets Regulation) of Securities Commissions) and Basel stan-
Standards & ) dards.
Examples Bitcoin, Ethereum, utility tokens, NFT Digital shares, digital bonds, security tokens.

The main characteristics of virtual assets are
outlined as follows:

1. Digital Form. They do not exist in the form of
paper money or tangible goods that can be physically
touched, but represent information existing exclusively
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within electronic systems. The digital form of virtual
assets paves the way for them to become a core

element of modern financial technologies. This feature
ensures rapid asset turnover, broad accessibility, and
technology-driven management. This characteristic is
manifested across the following dimensions:



Absence of physical form. Virtual assets

(cryptocurrencies, tokens, NFTs) do not possess
a physical form - such as paper, metal, or cash - as
property. Creation and storage in an electronic
environment. Virtual assets are generated utilizing
specialized digital technologies (primarily blockchain
technology) [4].

Expression as digital data. The value and quantity
of virtual assets are expressed numerically. For instance:
Bitcoin in satoshi units, tokens as a digital balance, and
NFTs as a unique digital record.

Dependence on the Internet and information
systems. The digital nature of virtual assets enables
their transmission over the Internet, swift international
exchange, and the absence of physical limitations.

Software-driven management. The digital form
permits the governance of virtual assets through
smart contracts, automated settlements, and digital
platforms.

2. Cryptographic Protection. This serves as
the core technical foundation ensuring the security
of virtual assets (principally cryptocurrencies and
other digital assets). It provides data security, proof
of ownership, and transaction immutability. The
primary attribute of cryptographic protection is data
confidentiality. To prevent unauthorized data access
regarding virtual assets, the following types of keys are
employed:

— Public key - utilized as an address or reference;

Private key — known exclusively to the owner.
The asset can be managed through the private key;
therefore, its secure storage is paramount.
data
immutability. Cryptographic hash functions guarantee

Cryptographic ~ protection  ensures
data integrity and the immediate detection of even the
most minor alterations. For example, in a blockchain,
each block is dependent on the preceding block. The
following mechanisms of cryptographic protection
can be distinguished:

mechanism.

Decentralized protection

Cryptographic protection facilitates information
storage in distributed systems, whereby a single-point
failure does not disrupt the operation of the entire

system.

Mechanism for protection against counterfeiting
and double-spending. This protection is enforced by
cryptographic algorithms. These algorithms prevent
fraudulent transactions, thereby eliminating the
possibility of spending the same asset twice, which
significantly enhances the reliability of virtual assets.

3. Decentralized System. Many virtual assets
function on the basis of a distributed ledger (blockchain)
without dependence on any central bank or state
authority. The structure and operating principles of this
system rest upon the following core pillars:

In a decentralized system, there is no bank,
government agency, or single administrator; the
system operates through the collective collaboration
of its participants. Each node (block) maintains a full
or partial copy of the system.

Data is stored simultaneously on thousands of
computers rather than on a single server, preventing
data loss and falsification.

In decentralized systems, decisions are reached via
Proof of Work (PoW), Proof of Stake (PoS), and other
consensus algorithms. These mechanisms ensure that
all system participants adhere to a unified set of rules.

A decentralized system does not cease functioning
upon the failure of a single point; it is more resilient
against attacks and technical glitches. Consequently,
completely dismantling the system is extremely
difficult.

All transactions are recorded transparently and
can be verified by any participant, reinforcing user
trust in the system.

In a decentralized system, the user is the absolute
owner of their assets and executes transactions without
requiring third-party authorization. This principle is
encapsulated by the concept of «being your own bank».
This situation strengthens users’ trust in the system.

The evolution of the virtual asset market in
Turkmenistan constitutes a vital component of the
economy’s digital transformation. Virtual assets
act not only as a new financial instrument but as an
institution creating a new model of economic relations.
Therefore, their development necessitates reforms at
the legal, economic, institutional, technological, and
international levels.
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One of the primary requisites for the Sustainable
Growth of the virtual asset market is the establishment
of a clear and comprehensive legal regulatory
framework. The legal definition of virtual assets
ensures transparency in economic relations, defines
the liabilities of market participants, and enables state
oversight. The adoption of a specific law governing
the circulation of virtual assets is of paramount
importance. It is necessary to resolve the question of
their classification as property, a financial instrument,
or an object of digital rights. Such a definition
prevents legal disputes, provides legal protection for
economic relations, and strengthens trust among
market participants. In Turkmenistan, such a law
entered into force on January 1, 2026. The Law of
Turkmenistan «On Virtual Assets» regulates relations
arising in the creation, issuance, storage, placement,

use, and circulation of virtual assets in Turkmenistan,
and defines their legal, economic, and organizational
foundations. According to the Law, virtual assets are
a set of data in electronic-digital form, which do not
constitute a monetary unit (currency), a means of
payment, or a security, created, stored, and managed
using distributed ledger technology or similar
technology, possessing value, representing a digital
expression of value, and serving as a means confirming
property and non-property rights.

The Law recognizes virtual assets as an intangible
value and mandates their state registration. The
national manat remains the sole legal tender within
the country. Virtual assets cannot be utilized as a
direct means of payment for goods and services;
however, they are in lawful circulation as investment
objects and exchange assets. The authorities exercising

Table 2.

Authorities exercising state regulation and control over virtual assets

Authority

Core Competence

Cabinet of Ministers of Turkmenistan

Determines the unified state policy.

Central Bank of Turkmenistan

Registers miners, issues licenses, and exercises supervision.

Ministry of Finance and Economy of
Turkmenistan

Exercises control over anti-money laundering and combating the
financing of terrorism (AML/CFT).

Ministry of Communication of Turkmenistan

Ensures Internet access and information security.

Ministry of Energy of Turkmenistan

Determines electricity tariffs and connection procedures for miners.

state regulation and control over virtual assets in
Turkmenistan rely on the principles of state policy,
ensuring technological development, and mitigating
risks in the sphere of virtual assets [1]. The following
agencies occupy a key role in this system:

The adoption of the Law of Turkmenistan «On
Virtual Assets» provides legal certainty regarding
virtual assets. The Law clearly defines the legal
status of virtual assets, their circulation, storage, and
utilization. This establishes transparent rules for all
market participants and prevents legal violations. Legal
regulation protects the rights of citizens, entrepreneurs,
and investors.

This Law expands economic horizons and
investment opportunities. The legislative regulation
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of virtual assets fosters a trustworthy environment
for foreign and domestic investors. This contributes
to attracting new investments, implementing digital
projects, and diversifying the economy. Furthermore,
it establishes conditions for job creation and the
advancement of the digital economy.

The Law on Virtual Assets reinforces financial
security and state control. Through the law, the
licensing, registration, and supervision of entities
operating in the sphere of virtual assets are ensured.
This permits the mitigation of risks associated with
money laundering, illicit financial operations, and
financial risks.

The virtual asset market is an economic sector
possessing an international character. Therefore,



advancing international cooperation in this field serves
as an essential condition for the development of the
national market. The implementation of international
financial monitoring standards in the sphere of
virtual assets facilitates the integration of the national
financial system into the global financial architecture.
Such standards ensure the transparency of financial
operations and will allow for the future development
of international economic relations in this direction.
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